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The project

DataCom has started on the 01/07/2023 at University of Turin (Turin, Italy) at the 
Department of Law, under the supervision of Prof. Ugo Pagallo.

It aims to build a new framework to facilitate an ethical secondary use of health data held 
by public bodies to improve accountability and enhance responsible re-use.

To build it, I will develop and test in intersectoral practical environments the innovative 
concept of “Ethical Commodification”: the possibility of exploiting personal data in an 
ethical way for the public good, in accordance with the data subject’s expectations and 
needs and taking into account the risks associated with the exploitation of anonymized data 
sets.

I will focus on 3 Member States: Italy, Spain, and the Netherlands. 
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Outline
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Basic principles of AI Auditing

Basic principles of AI Ethics

The new AI Act proposal

Applying ethical principles to data sets: practical examples



1. BASIC 

PRINCIPLES 

OF AI 

AUDITING



What is AI auditing?

AI Auditing is the review of the whole AI lifecycle, including the post-
market phase, with the aim of identifying and addressing risks for citizens
and the society. It is carried out through applying legal, ethical and 
technical principles in practice. 

«An ethics-based auditing can improve the quality of decision making,
increase user satisfaction, unlock growth potential, enable law-making, and
relieve human suffering»

- Mokander & Floridi
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How to perform AI auditing?

An AI Audit is carried out through the practical implementation of several
principles:

- Ethics: checking if the consequences on individuals and society have
been taken into account

- Human Rights: checking if fundamental rights of citizens are respected
- Law: checking if legal compliance has been performed (privacy, 

cybersecurity, national laws, etc.)
- Technical good practices: checking if the system is sound, safe, secure, 

correct, and biasless (e.g.: avoid sample bias)
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Guidance to perform AI auditing

In the literature, several authors have proposed a method to perform an AI 
audit, but few have shown how to do it in practice.

Most papers focuses on the technical aspects, such as debiasing
techniques and data set balancing, while the field of Value Sensitive Design 
is advocating for a more comprehensive approach.

Floridi et al. suggest a guide to implement the new AI Act requirements in 
its paper «CapAI». 

The Grand Challenge in St. Gallen was a testbed to apply the AI Act.
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2. BASIC 

PRINCIPLES 

OF AI 

ETHICS



What is AI Ethics?

AI Ethics is a branch of Philosophy; it studies the ethical principles 
applicable to AI systems and addresses the implications, risks and 
problems derived from:

1) humans building and employing those systems, and 

1) the behavior of autonomous systems
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Most famous ethics guidelines
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Universal Guidelines for AI (2018)

OECD AI Principles (2019)

G20 AI Guidelines (2019)

UNESCO Recommendation on AI Ethics (2021)



Ethical principles

Ethical and legal aspects of Data Science 12

Jobin, Anna, Marcello Ienca, and 

Effy Vayena. "The global landscape

of AI ethics guidelines." Nature 

Machine Intelligence 1.9 (2019): 

389-399.



Trustworthy AI
The AI HLEG recognizes 3 keys elements of Trusworthy AI:
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1. it should be lawful, complying with all applicable laws and regulations;

2. it should be ethical, ensuring adherence to ethical principles and values; 
and

3. it should be robust, both from a technical and social perspective, since, 
even with good intentions, AI systems can cause unintentional harm.



The ALTAI List

AI HLEG has drawn a list of 7 elements:
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Open Ethics Canvas

This instrument is used by 
several companies in order 
to perform an ethical 
assessment of their AI 
systems

Green: non-technical ethics
Grey: technical ethical assessment
Yellow: accountability and human 
oversight
Red: legal assessment and societal 
liability
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What is bias?
The term bias is used by Friedman and Nissenbaum, who say it “refers to 
computer systems that systematically and unfairly discriminates against 
certain individuals or groups of individuals in favor of others”. By extension 
pre-existing societal bias is “bias that originates from society at large, such 
as from organizations (e.g., industry), institutions (e.g., legal systems), or 
culture at large. (E.g., gender biases present in the larger society that lead 
to the development of educational software that overall appeals more to 
boys than girls)”. Pre-existing bias can be implicit and subconscious, rather 
than malicious in intent.

Source: “Does Technology Have Race?’’, Hankerson et al, 2016
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Examples
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Examples
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Examples
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Examples

Ethical and legal aspects of Data Science 20



3. THE NEW 

AI ACT 

PROPOSAL



What is considered AI in the new 
regulation?

a) Machine learning approaches, 
including supervised, unsupervised and 
reinforcement learning, using a wide 
variety of methods including deep 
learning

b) Logic- and knowledge-based 
approaches, including knowledge 
representation, inductive (logic) 
programming, knowledge bases, 
inference and deductive 
engines,(symbolic) reasoning and 
expert systems

c) Statistical approaches, Bayesian 
estimation, search and optimization 
methods
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The protection of citizens’ rights

The most important innovation of the proposal is the establishment of four 
risks categories for AI systems, in order to protect citizens' fundamental 
rights. The explanatory memorandum attached to the proposal, in fact, 
notes that the use of AI with its specific characteristics (e.g. opacity, 
complexity, dependency on data, autonomous behaviour) can adversely 
affect a number of fundamental rights enshrined in the EU Charter of 
Fundamental Rights. The proposal seeks to ensure a high level of 
protection for those fundamental rights and aims to address various 
sources of risks through a clearly defined risk-based approach. 

Ethical and legal aspects of Data Science 23



Classification of AI systems

The risk categories are related to the degree (intensity and scope) of risk 
for the safety or fundamental rights of citizens and are classified in four 
different groups:

(i) unacceptable risk
(ii) high risk
(iii) low risk
(iv) minimal risk

Taking inspiration from the product safety legislation, the classification of 
risks is based on the intended purpose and modalities for which the AI 
system is used, not only on their specific function. 
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Banned technology

Some AI systems are no longer allowed in the EU, with few 
exceptions, such as those that:
- deploy subliminal techniques beyond a person’s 

consciousness in order to materially distort a person’s 
behaviour

- exploit any of the vulnerabilities of a specific group of 
persons due to their age, physical or mental disability

- Are used by the P.A. for the evaluation or classification of 
the trustworthiness of natural persons based on their 
social behaviour or their characteristics

- use ‘real-time’ remote biometric identification systems in 
publicly accessible spaces for the purpose of law 
enforcement
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The concept of ‘High Risk’

Some AI system are considered high risk and have to meet 
certain requirements before being released to the market or to 
the public. Some examples includes systems used in:

- Machinery (including robots)
- Toys
- Medical devices
- In Vitro Diagnostic
- Vehicles
- Aircrafts
- Rails
- Health or life insurance 

AI Regulation must be coordinated with MDR, GDPR, and other 
laws (e.g., civil liability rules)
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Other High Risk Systems

- Biometric identification and categorisation of natural 
persons

- Management and operation of critical infrastructure
- Education and vocational training
- Employment, workers management and access to self-

employment
- Access to and enjoyment of essential private services 

and public services and benefits
- Law enforcement
- Migration, asylum and border control management
- Administration of Justice
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Mandatory requirements for High Risk Systems

1. Risk management system:

a) identification and analysis of the known and foreseeable risks associated with each system

b) estimation and evaluation of the risks that may emerge when the system is used in accordance 
with its intended purpose and under conditions of reasonably foreseeable misuse  

c) evaluation of other possibly arising risks based on the analysis of data gathered from the post-
market monitoring system

d) adoption of suitable risk management measures
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1. Risk Management System
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Risk management measures

Identification and analysis 
of the known and 
foreseeable risks 
associated with each 
system during the whole 
lifecycle

Risks assessment related to the use

Estimation and evaluation 
of the risks that may 
emerge when the system 
is in use in accordance 
with its intended purpose 
and under conditions of 
reasonably foreseeable 
misuse 

Post- market evaluation

Evaluation of other possibly 
arising risks based on the 
analysis of data gathered 
from the post-market 
monitoring system



Mandatory requirements for High Risk Systems

2. Data and data governance:

Training, validation and testing data sets concerning:
  
(a) the relevant design choices
(b) data collection
(c) relevant data preparation processing operations, such as annotation, labelling, cleaning, 

enrichment and aggregation
(d) the formulation of relevant assumptions, notably with respect to the information that the 

data are supposed to measure and represent
(e) a prior assessment of the availability, quantity and suitability of the data sets that are 

needed
(f) examination in view of possible biases
(g) the identification of any possible data gaps or shortcomings, and how those gaps and 

shortcomings can be addressed 
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Design

•Design choices/ model choice

•Privacy by design and by default

•Interpretable/Explainable AI

Collection

•GDPR

•Copyright

•Re-use assessment

Preparing

•Annotation, labelling, cleaning, enrichment and aggregation of data

•Data set validation

Assumptions

•Information that the data are supposed to measure and represent

•Features/variables 

Assessment

•Availability, quantity and suitability of the data sets

•Testing if data are sufficient/ accurate

Biases

•Assessment for biases/discrimination

•Testing to check if biases are present

Gaps

•Identification of gaps and shortcomings

•Measures to fill and correct them

•Testing if measures are effective
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Mandatory requirements for High Risk Systems

3. Technical documentation:

Drawn before releasing the system

Demonstrate compliance with the requirements set out in the Regulation and 
provide national competent authorities and notified bodies with all the necessary 
information to assess the compliance with those requirements

Enabling the automatic recording of events (‘logs’) while the systems is operating
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Mandatory requirements for High Risk Systems

5. Transparency and provision of information to users:

(a) the identity and the contact details of the provider and, where applicable, of its authorised 
representative; 

(b) the characteristics, capabilities and limitations of performance of the system 

(c) the changes to the system and its performance which have been pre-determined by the provider at the 
moment of the initial conformity assessment, if any;  

(d) the human oversight measures, including the technical measures put in place to facilitate the 
interpretation of the outputs of systems by the users; 

(e) the expected lifetime of the system and any necessary maintenance and care measures to ensure the 
proper functioning of that AI system, including as regards software updates

Ethical and legal aspects of Data Science 33



Mandatory requirements for High Risk Systems

6. Human oversight

Through measures:

(a) identified and built into the system, when technically feasible, by the provider 
before it is placed on the market or put into service, and/or

(b)  identified by the provider before placing the system on the market or putting it 
into service and that are appropriate to be implemented by the user
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Mandatory requirements for High Risk Systems

7. Accuracy, robustness and cybersecurity:

Systems shall be resilient as regards errors, faults or inconsistencies that may occur within the system or 
the environment in which the system operates

The robustness of systems may be achieved through technical redundancy solutions, which may include 
backup or fail-safe plans

Systems shall be resilient as regards attempts by unauthorised third parties to alter their use or 
performance by exploiting the system vulnerabilities

The technical solutions to address AI specific vulnerabilities shall include, where appropriate, measures to 
prevent and control for attacks trying to manipulate the training dataset (‘data poisoning’), inputs designed 
to cause the model to make a mistake (‘adversarial examples’), or model flaws
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Mandatory requirements for High Risk Systems

8. Quality management system/1:

a) a strategy for regulatory compliance
b) techniques, procedures and systematic actions for the design, design control and design 

verification of the system
c) techniques, procedures and systematic actions for the development, quality control and 

quality assurance of the system
d) examination, test and validation procedures
e) technical specifications, including standards, to be applied
f) systems and procedures for data management, including data collection, data analysis, 

data labelling, data storage, data filtration, data mining, data aggregation, data retention
and any other operation regarding the data that is performed before - and for the 
purposes of - the placing on the market or putting into service of the systems (see n. 2)

Ethical and legal aspects of Data Science 36



Mandatory requirements for High Risk Systems

8. Quality management system/2:

g) the setting-up, implementation and maintenance of a post-market monitoring system
h) procedures related to the reporting of serious incidents and malfunctioning
i) the handling of communication with competent authorities, including sectoral ones, 

providing or supporting the access to data, notified bodies, other operators, customers or 
other interested parties

j) systems and procedures for record keeping of all relevant documentation and information
k) resource management, including security of supply related measures 
l) an accountability framework setting out the responsibilities of the management and 

other staff with regard to all aspects listed in this paragraph

9. Providers shall draw up technical documentation required by the Regulation
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Transparency obligations for certain AI systems
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Providers shall ensure that AI systems intended to interact with natural persons are 
designed and developed in such a way that natural persons are informed that they 
are interacting with an AI system, unless this is obvious from the circumstances and 
the context of the use

Users of an AI system that generates or manipulates image, audio or video content 
that appreciably resembles existing persons, objects, places or other entities or 
events and would falsely appear to a person to be authentic or truthful (‘deep fake’), 
shall disclose that the content has been artificially generated or manipulated



4. APPLYING 
ETHICAL 
PRINCIPLES TO 
DATA SETS: 
PRACTICAL 
EXAMPLES



Applying ethical and legal principles in practice
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AI MODEL
TRAINING

Non-discrimination
Fairness

Transparency
Privacy

Copyright
Accountability

Risk management
Quality assessment
Data Governance



DATA SET FAIRNESS 1

What is data set fairness?

Research has shown how data sets convey social bias in AI systems, 
especially those based on machine learning. A biased data set is not 
representative of reality and might contribute to perpetuate societal 
biases within the model. To tackle this problem, it is important to 
understand how to avoid biases, errors, and unethical practices while 
creating the data sets.
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DATA SET FAIRNESS 2

What is data set fairness?

Mainstream works in computer science addresses the problem of fairness in a context of 
prediction-based decisions. Usually, mathematical definitions requires achieving parities 
across distributions of outcomes or scores (common examples include statistical parity and 
calibration). Definitions can refer to individuals (e.g., requiring that similar individuals are 
treated similarly) or groups (e.g., requiring that any error measure is equal across groups, 
defined by so-called protected characteristics like gender or race). 

Mathematical definitions can reflect philosophical conceptualisations, such as the equality 
of outcomes and the equality of opportunities. In general, computer science literature 
expresses in empirical and formal terms philosophical problems of distributive justice in 
which the goal of fairness is to achieve an equal allocation of goods.
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DATA SET FAIRNESS 3

What is data set fairness?

The concept of fairness is frequently found also in text of law and it has been extensively 
analysed by the legal scholarship, having its roots in the "bona fide" concept in Roman law. 
The fairness principle is an overarching obligation in the European Digital Strategy, for 
example in Article 5, par. 1, of GDPR, and in the Data Act, but it is also found in the EU and 
in other countries in many pieces of law, such as Article 8, par. 2, of the Charter of 
Fundamental Rights of the European Union, contract law, and others. 

The data protection law scholarship divide the fairness principle into two elements, 
procedural fairness and fair balancing, noting that the concept of fairness is related to the 
idea of vulnerability. The GDPR aims at protecting data subjects, who are in a vulnerable 
position as opposed to data controllers, therefore it tries to make a balance between the 
fundamental rights and freedoms of the former and the interests of the latter.
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FAIRNESS ASSESSMENT OF DATA SETS

So far, the assessment of algorithmic fairness in the context of data has followed two main 
directions. A research track regards the analysis of data curation processes or the 
development of new documentation frameworks. Recently, Fabris et. Al annotated 
hundreds of data sets employed in algorithmic research efforts specifying key fairness-
related characteristics (e.g. the domain of application, the target task and the sensitive 
attributes encoded in the data set) in order to address the so-called “documentation debt”.

Another direction focuses on the empirical analysis of fairness-related data dimensions.
These efforts include pre-processing techniques such as sanitization and instance re-
weighting and procedures evaluating distinct sources of discrimination in data collection or 
studying the effect of data-related factors on the fairness of algorithms.
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OUR WORK IN TRIESTE
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FANFAIR AIMS
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Our work moves along the line of empirical research with some important distinctions. The 
fairness-related features we explore are agnostic about the sensitive attribute in that they 
capture essential vulnerabilities that may contribute to model (un)fairness. 

Another distinct aspect of our approach is to integrate statistical information about the 
data sets (balance, numerosity, unevenness, incompleteness) with qualitative 
considerations (compliance, quality) which take into account legal and ethical requirements 
of data-related practices (e.g. GDPR, principles of research integrity). This integration is 
operated through the application of fuzzy rule-base logic and reflected in a score that can 
be indicative of the fairness potentially introduced by a given data set.



FANFAIR DEFINITION OF FAIRNESS
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Although in our paper we take into consideration GDPR, we do not limit the concept of 
(legal) fairness to data protection law, but we expand the notion to other areas of law, 
including the non-discrimination principle, that is found, inter alia, in the European 
Convention of Human Rights, the equity principle, and the bona fide principle in 
contractual agreements. 

In our opinion, a data set which data collection has been flawed by discrimination or 
another breach of the law (e.g., copyright law, criminal law, medical law) cannot be 
considered fair. 

The lawfulness criteria is also in line with the High-Level Expert Group on AI (HLEG AI)'s 
guidelines on Trustworthy AI.



FANFAIR FUZZY 
LOGIC ASSESSMENT

In order to assess the 
potential fairness of a data 
set, we identified six 
different elements that 
should be addressed before 
employing the data set. To 
identify each criteria, we 
were inspired by general 
principle of civil law and EU 
law, and established ethics 
guidelines.
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RESULTS OF 
FANFAIR

These variables represent important 
characteristics that are automatically 
extracted by the data set, or (in the case 
of compliance and quality) are entered 
by the user. FAnFAIR returns a summary 
of the contribution of all variables to the 
final fairness value. The contributions are 
expressed both in fuzzy terms (e.g., 
“compliance is fairly high”) and by using 
a visual plot. The final fairness value is 
calculated as a value between 0 (totally 
unfair) and 1 (maximum theoretical 
fairness).
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Our pilot project in Eindhoven

RAISE project – a collaboration with NXP semiconductors
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Developing AI models for hearing aids 

We are working on a project to develop an AI model to help 
people with hearing impairments

The goal is to help them hear better and understand what it 
is said in a conversation, so the model needs to be able to 
recognize all kind of voices in all settings

People with hearing impairments have the right not to be 
excluded in a conversation

People with speech impairments, with a different accent or 
pronunciation, with a low/high tone of voice, or that are 
slow in talking, have the right to have their voice recognized
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What could go wrong?

If the data set is biased and different categories of people are not represented, 
this could lead to discrimination towards both people with hearing impairments 
and underrepresented groups, as the model will not be able to recognize all 
voices
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Mozilla Common Voice Data Set
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Age and gender 
composition

Type of license

Validation info

Intended use?
Type of data?

Model choice?

Number of examples



Terms & Conditions
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Privacy



Looking into the data set metadata
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Looking into the data set metadata
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Are all relevant metadata 
present?

How can you fill the missing 
data?



Looking into the data set metadata
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Individual identifier
=

Not anonymous

Beware of linking risk



Looking into the data set metadata
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How is validation performed?
Does it match the intended use?
Is it fair or could it lead to biases?
Should I provide an alternative 
validation?



Looking into the data set metadata
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What accents are present?
Are foreigners and vulnerable 
groups represented?



Looking into the data set metadata
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Are different age and gender types 
equally represented?
Could an imbalance lead to 
discrimination?



Existing techniques (pros & cons)

- Select a statistically significant sample and check it manually
- Over- or under-sampling 
- Make your testing data set balanced
- Use automated techniques, e.g., automated gender recognition, to fill 

the gaps in metadata
- Use multiple data sets and combine them
- Collect new data to integrate missing data
- Use data augmentation and/or synthetic data
- Pre-process your data to add noise or other relevant elements
- Compare your model output with that of different models in different 

settings
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Conclusion
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Pay attention to the source of data: is it reliable?Pay attention

Assess your dataset in terms of ethics, human rights, and legal requirementsAssess the data

Seek advice from domain experts (doctors, lawyers, statisticians, experts on specific techniques)Seek advice

Check if you can improve your dataset (ask help from colleagues & doctors in different countries)Improve the data

If your dataset is not good enough, do not use it: do not torture data
Do not use bad 

data



ANY 

QUESTION?
CHIARA.GALLESE@UNITO.IT
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